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 HES BHhel (Tick Lock) BYINTIFIEZN, 815 [RFHY “fetch_and_add”sCi)

void lock() {

intmytirn = 13 void unlock() {
it valile = 1:
asm volatile (

"lock xaddl %0, %1”
asm volatile ( "+r" (value),

"lock xaddl %0, %1” "+m" (flag.turn)

s 't dmytuenl) o Camtt o Tlag.ticket) :

: i memory s, S ec
= 'memoryl, ec’ ] ;

s

while (flag.turn !'= myturn)

o
’

flag.ticketflflag.turn LARZIEHH*ZE? @
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 type _ sync_fetch_and_add (type *ptr, type value)

 bool _ sync_bool_compare_and_swap (type *ptr, type oldval type newval)
 type _ sync_lock_test_and_set (type *ptr, type value)

 void _ sync_lock_release (type *ptr)

e https://gcc.gnu.org/onlinedocs/gcc/ 005f 005fsync-Builtins.html

* https://gcc.gnu.org/onlinedocs/gcc/ 005f 005fatomic-Builtins.html

e (FAHGCCHIANEZERI T URE BTN EF 12E, MAREXS86


https://gcc.gnu.org/onlinedocs/gcc/_005f_005fsync-Builtins.html
https://gcc.gnu.org/onlinedocs/gcc/_005f_005fatomic-Builtins.html
https://godbolt.org/
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void lock(): typedet

vioid unlockt):

RUIE B RRY &Iz ]

struct 4

Filock it
voild leckllock t xlk):
void unlock(lock t x1k);
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void lock(lock_t *flag) {
int myturn = 1;

//atomic fetch-and-add void unlock(lock_t *xflag) {

//equal to myturn = _ sync_fetch_and add (&flag.ticket, 1); o sl
// B1mEIflag. ticket, FHREflag.tickethy“|H"ELEmyturn Sl s
. asm volatile (

asm volatile ( "lock xaddl %@, 01"

"lock xaddl %0, %1”

ek (mytuen ) o ams (flag>Tieket) ARl

"+m" (flag—>turn)
: Ilmemoryll’ IICCII
s :
while (flag—>turn != myturn) } .
ol spin

: Ilmemoryll’ IICCII
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T1l: spin_lock(&1lk); sum++; spin_unlock(&1lk);
T2: spin_lock(&lk); sum++; spin_unlock(&lKk);
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syscall
starts
- — M ERIZFARSARIAE— N ETE, kernelfEiflal Spint
X T HET ST LT "
Interrupt
handl
- B — N RBTR AT, CPUBSIEEMTETAMNEIRE, X sk
A

THELEREFUERS X THERZ S, FEE3R
=Fol, ERRIXTHICEEKITE 7, RItBRFE /

shared data

/
- REMERENG SRS, BesRsEs 00 |l -7
- EURET AN A — BB — N B AR o, s
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void spin_lock(spinlock t x1k) { void spin_unlock(spinlock_t *1k) 1
// Disable interrupts to avoid deadlock. if (fholding(1lk)) A
push off(); panic("release %s'", lk->name);
[/ This 1s a deadlock. )
if (holding(1lk)) { 1k—>gpu = NULL;
panic("acquire %s", lk—>name); atomic_xchg(&lk—>status, UNLOCKED);
} pop_off();
// This our main body of spin locKk. b
Pk (ot
do A
got = atomic_xchg(&lk->status, LOCKED); typedef struct { _
} while (got != UNLOCKED); LhiEvfial A i0e,
lk—>Cpu = mycpu; 1nt status;
b struct cpu *xcCpu,

} spinlock_t;
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« XVEIXTLIE, push_off()icxkEIRFNIREL, pop_off()1CRKBEFTFHRIHYR
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void pop_off(void) {
void push_off(void) { STruct cpu xCc = mycpu,

int old = ienabled(): if (ienabled()) {
panic("pop_off - interruptible");

struct cpu *c = mycpu; }
1f le==nolf = 1)

panic("pop_off");

iset(false): +
c==nokk — 1:
if e >noft = 0). if (c—>noff == @ && c—>intena) {
c—>intena = old; iset(true);
I3 s
c->noff += 1: s
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lock :  unlogk { lock interrupt resumed unlock
. " lock ' _ '
spin : spin
B B
spin spin lock
C C : C
spin spin
D D
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TERRFRAR: yield!

o MARSEARsched yield()EBfiLticpu, 1LEMEIZIRFCPUER

void yield lock(spinlock_t *1k) {
while (xchg(&lk->1locked, 1)) {

syscall(SYS_yield);
}
}
void yield_unlock(spinlock_t x1k) {
xchg (&lk—>1locked, 0);
I
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o yieldRZ2EN1EHCPU, 1Z%&iZ2 0 1E “ready” BB Ex, BERY A DA# B/ RIAE

« HERFUIZHI, RENKAE —>1LHCPUSHmRARE A VERIcontext-

switches

lock unlock

unnecessary
overhead
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» AP {ERMBERBINIZIOSTAERZFES:

> mutex_lock(&lk): I EFK1SIk, MRKXM(IKEHRIFE), FIRARSIERAEZEZ
%2 (LLNABMETS, TEMIAET) , 1LHCPUFISENAFEFHIRIA
2z, &N, IR EFHIHFAIRKX,

> mutex_unlock(&lk): BN El, WMRFFZBIAIIER ZIZHMFIR RS
EIR—NREE, (FEHTHMMES (ready) , MXNEFATIRIER, H#EAN
MAERIPAG, FILAEIRIAE.
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void mutex_lock(spinlock_tx 1k) {

ik gok; void mutex_unlock(spinlock_t* 1k) {
do+ _ atomic_xchg(lk->status, UNLOCKED);
got(= at?mlﬁﬁiggﬁ§}k_>5tatus' LOCKED) ; if (lis_empty(lk—>wait_ list)){
LR hgot = e ok lca g — 22 ':';'I:J | T1C N T2
/ /B EEATSMN ST, HATCHMEE, Bicpu Wai‘;%ﬁ f?vait ’ﬁfi’)?wj’ Wil
wait(lk—>wait list); 1 i 7 :
}elseq i
break;
}

F owhile (1)
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Thread 2

atomic xchg(&lk->status, UNLOCKED) ;
if ('is empty(lk->wait list)) {
wakeup (lk->wait list) ;
}
BT FFASIR B %42, wakeupZEXK!
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Linux Futex (“Fast Userspace muTEX”) syscalls

» Linuxigtk 72 MR TRGTER
> futex wait(int *address, int expected)

- Ht/EFMtestltbidaddressig[mV BB FHNERSESE, BEAS
G IEfHE, BNZEDLREIGLHFZIE, FEIMUIISE X=13tlock!

> futex wake(int *address)

- MREE— > FfFaddressig @AY BRI RS
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. BEFXFANRLEB, AUSHM FERS:

#define UNLOCK 0
#define ONE_HOLD 1
#define WAITERS 2

void mutex _unlock(spinlock_tx 1k){

//state can only be ONE_HOLD or WAITERS
if(atomic_dec(1lk) !'= ONE_HOLD){
//has more than one waiters

lk = UNLOCK:
futex wake(1k);
telsed{

//No Waiters!
return; //the fast path unlock!

void mutex_lock(spinlock_t*x 1k) {

//return old value of state,

//and 1f lk == UNLOCK, set state = ONE_HOLD — uncontested!
it € = cmpxchyg Clk, UNEOCK, ONE HOLDY):

if (c !'= UNLOCK){
//previous state is either ONE_HOLD or WAITERS
do {
1 e == WALLEERS

f L previous state 1sceithners ONE HOLD
// now 1t has one more walter!
// AND 1t 1s possible the lock 1s released now!
[lccempxehg L, "ONE HOLD:;, WAITERS) = 0)
futex wait (1lk, WAITERS);

}

---------------

while ((c = cmpxchg (lk, UNLOCK, iWAITERS))!= 0);

B e e S T
elsed \
return; //the fast path lock! 55
b VERY TRICKY!


https://dept-info.labri.fr/~denis/Enseignement/2008-IR/Articles/01-futex.pdf
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Linux Futex (“Fast Userspace muTEX”) syscalls
. RO SRR

> mutex_|lockRE R SEMINBIEIKEZT S 1X[E]

- REKNEERNESBKEFINZENT, MEMFSXRIEESBKEFIEN
2, X(FEFRGIIMIEMEZIE AT UFEIRRX, REREBIFXIEER
T E SR XA A mutex_unlockZr &8 1kig H0: i X{RUE T _EHiAYIERR S !

> FITHNSEEBHRIRE, AARBEEFSHNEETwat, BALRK—E S
2! Munlockil—E S RFENF TRz MRER !

> HFunlockREfEwake _upZ BIFcIElkig A0, Rt EAREMEERSET EIAFELL
wakeupBYIEAE, HFfutex_waitd451%E, BT ZIZE1VEAfutex_waithy = &I
KHEZE T, REASRIE!
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NOTE: #FASTE A HITANHHY (o) &R

o FAWR 7 HIORZECPU, (BE/X#H1TLock/Unlock#f EPEAARNZ (XHA
SEEMIMNIFEE, LAl LX)

> QBRI BEILEIZPEZE". “yield”, HIZT/AIMISERIXERVIRTE

« ERHESLHESMworkloadd, ZSTEHIZIE—THINEHRERNNERHEARNK,
REZMEFFE—TEIEN—THHTRIFP

> X THMERER ZHIRYspinlock= BANRER! AAEANEEBARZ, A=
=%
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LinuxfJFutexii & XY FA ) Ex i

s BRERGFTMBMKREGETEK, XM 7 — 1M EX !
> Fast Path: Blig—X
- —RRF1ES, BRINEERHFANIRFX
> Slow Path: BligkIW

- RBRIERFMBRSIFEAH futex_wait, fHEBS

SCHYfutexB B ZMIMICHIZETI : Futexes are tricky by Ulrich Drepper, LWN: A futex overview and update



https://cis.temple.edu/~giorgio/cis307/readings/futex.pdf
https://lwn.net/Articles/360699/
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 pthread mutex lock3EIl 7 _EIATE KR ZEHIZENFIE MRABERFRIFEVIE
Be), [FHABEMBRI—N, RKEDERT (EBIRERZHER) FEH
=G

#include <pthread.h>

pthread mutex t mutex;
int pthread_mutex_init(pthread_mutex_t xrestrict mutex, NULL);
int pthread_mutex_destroy(pthread_mutex_t xmutex);

int pthread_mutex_lock(pthread mutex_t sxmutex);
int pthread_mutex_unlock(pthread mutex_ t xmutex);
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| BIZR L (thread-safe)HI AR LEH

. BIER SRR IS — MRS A S MR R RO THIG]
R R SRR

o« ERRXHFRIBIRG — B JFEZA LM EFMA TSI Ll (—Hsk
Z1E)

c RBMEBMMIE: —B A (One Big Lock) ! FrEIHIOEETH (LfrlL, B
HAEILINnUXFL 23X 4889, Big Kernel Lock (BKL) , faiga, IFH! )

> (BEZAELETS, ATEERIERIEREIN
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o FTHEZ—TIHFHREIZIAIDNEIEScounter t, HEZHFHIRIEY
increment. decrementfllget HTE= 2 B FEIHIRIF, EILE E%IE

rm AN
ZEH
void increment(counter t *c) {
Pthread mutex_lock(&c—>1lock);
c—>Vvalue++;
typedel struct . counter t .1 Pthread_mutex_unlock(&c—>1lock);
Nt value: 1
pthread_mutex_t lock; void decrement(counter_t xc) {
} counter_t; Pthread_mutex_lock(&c—>1lock);
e o c—>value—-;
void init(counter_t xc) { Pthread_mutex_unlock(&c—>1ock);
c—>value = 0; +
Pthread_mutex_init(&c—>1lock, NULL); int get(counter_t *c) {
I3 Pthread mutex_ lock(&c—>1lock);

Tt e = e—> vatles
Pthread mutex_unlock(&c—>1lock);
return rc;
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o — N RITHIRRIRTIEA:

» B 1 CPU4R — 1t fYcounter, PFTACPULL

N\

£ B counter

k

) -

> ZAHBEYcounter REEARIMMAY— T EIRIF (per cpu) , EF/MIcounteriflolFZE—TERBHIAKN

) -

» ARy counterr] LRIZE I —ERBT 8] (MAR®R) HITEME/Wcounter, MMIENMHLAE

I L, L. L, G
i3l ) 5 5 o
1 1 L 0
2 2 1 0
3 0 3 2 0
4 1 3 3 0
50 1 3 4 5 (from L)
0 2 4 5—0 10 (from L)
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> AAZFE A REZEHFI=AN, BAZEZRGE

> e, BHFREET7TERNNRESFIES (Wcecmpxchg) , BIERGIRE T —EFH R
(BIH)EIE (f0futex wait, futex_wake) , FERREIEIZR—LEtFFARYAPIs(U
pthread_mutex_lock, pthread_mutex_unlock), &P {FHIXLE[R1EEiiE
IEIRFI S FH RIE2F

Concurrent programs BARP&

Kernel implements some concurrency primitives

hardware-provided low-level atomic instructions
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> ERZFH B R HIEZ B b SR A

> MEAPSHTIERX TR, BienINEeEn)#, MmiRRIX T ojfiEEIR{E
AANRAPASHEEREM— T wait-wakeupfI/F1E, 1FHARISCINEFEAEEE!
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